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1. Introduction

Under the UK GDPR and data protection law, individuals have a right to be informed about how our
school uses any personal data that we hold about them. We comply with this right by providing
‘privacy notices’ (sometimes called ‘fair processing notices”) to individuals where we are processing
their personal data.

This privacy notice explains how we collect, store and use personal data about individuals who are
pupils, staff, visitors, suppliers, governors/volunteers or applicants.

We, Weald Rise Primary School, at Robin Hood Drive, Harrow, HA3 7DH, are the ‘data controller’ for

the purposes of UK data protection law.
Our Data Protection Officer is the Headteacher (see ‘Contact us’ below).

Personal Data We Hold and Purpose of Processing

Personal data that we may collect, use, store and share (when appropriate) about you includes, but

is hot restricted to:

Contact telephone numbers, email
addresses, addresses

Free school meal eligibility

Attendance information (such as sessions
attended, number of absences and absence
reasons)

National insurance number of parent /
carers

Assessment information such as data
scores, tracking, and internal and external
testing

Special educational needs information such
as EHCP's, applications for support, care or
support plans

Safeguarding information

Exclusion information

Behavioural information

Payment details

We may also collect, use, store and share
(when appropriate) information about you
that falls into "special categories" of more
sensitive personal data. This includes, but is
not restricted to, information about:
Ethnicity, religion, language, nationality,
country of birth

Relevant medical information such as NHS
information, health checks, physical and
mental health care, immunisation program
and allergies

Photographs (for internal safeguarding &
security purposes, school newsletters,
media and promotional purposes).

CCTV images

Data Subject Type of Data Purpose of Processing
Pupils and Name, date of birth, home address, unique | For admissions and administer
Parents / Carers | pupil number waiting lists

To provide appropriate pastoral
and medical care

For safeguarding and pupil
welfare purposes

To support pupil learning

To monitor and report on pupil
progress

For statistical and research
purposes

To inform you about events and
other things happening in the
school

To assess the quality of our
services

Make you aware of school
events, campaigns, charitable
causes or services that may be of
interest to you

To meet our legal obligations,
including data sharing
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We may also hold data about pupils that we
have received from other organisations,
including other schools, local authorities and
the Department for Education.

Staff

Contact details

Date of birth, marital status and gender
Next of kin and emergency contact numbers
Salary, annual ieave, pension and benefits
information

Bank account details, payroll records,

National Insurance number and tax status
information

Recruitment information, including copies of
right to work documentation, references
and other information included in a CV or
cover letter or as part of the application
process

Qualifications and employment records,
including work history, job tities, working
hours, training records and professional
memberships

Performance information

Outcomes of any disciplinary and/or
grievance procedures

Absence data

Copy of driving license

We may aiso collect, use, store and share
(when appropriate) information about you
that falls into "special categories” of more
sensitive personal data. This includes, but is
not restricted to, information about:

Any heaith conditions you have that we
need to be aware of

Sickness records

Photographs and CCTV images captured in
school

Trade union membership

We may also collect, use, store and share
{when appropriate) information about
criminal convictions and offences.

We may aiso hoid data about you that we
have received from other organisations,
including other schoois and social services,
and the Disclosure and Barring Service in
respect of criminal offence data.

Enable you to be paid
Facilitate safe recruitment, as
part of our safeguarding
obligations towards pupils
Support effective performance
management

Inform our recruitment and
retention policies

Allow better financial modelling
and planning

Enable equalities monitoring
Improve the management of
workforce data across the sector
Support the work of the School

Teachers’ Review Body

Visitors

Name

Contact details

Information relating to the visit, e.g.,
company or organisation name, arrival and
departure time, car number plate

We may also collect, use, store and share

Identify you and keep you safe
while on the school site

Keep pupils and staff safe
Maintain accurate records of
visits to the school

Provide appropriate access
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(when appropriate) information about you
that falls into "special categories” of more
sensitive personal data. This includes, but is
not restricted to:

Information about any access arrangements
that may be required

Photographs for identification purposes
CCTV images captured in school

We may also hold data about you that we
have received from other organisations,
including other schools and social services.

arrangements

Suppliers

Names, characteristics and contact details
References, CVs and details of an
individual's employment history, if collected
as part of a bidding, tendering or
engagement process

Bank details and other financial information
where it relates to an individual, such as if
you're operating as a sole trader

Any other personal information necessary to
fulfil the terms of a contract we have with
you

Information relating to visits to the school,
e.g., the individual's company or
organisation name, arrival and departure
time, car number plate

We may also collect, use, store and share
(when appropriate) information about you
that falls into "special categories” of more
sensitive personal data. This includes, but is
not restricted to:

Information about any access arrangements
that may be required

Photographs for identification purposes
CCTV images captured in school

We may also hold data about you that we
have received from other organisations,
including other schools and social services.

Decide whether to engage you
Fulfil the terms of our contract
with you, including payment
Keep accurate records of the
suppliers that we use

Identify you while on the school
site, and keep all individuals safe
Keep pupils and staff safe while
you are on the school site

Keep accurate records of visits to
the school

Govermors [
Volunteers

Contact details

References

Evidence of qualifications

Employment details

Information about business and pecuniary

interests

We may also collect, use, store and share

(when appropriate) information about you
that falls into "special categories” of more

sensitive personal data. This includes, but is
not restricted to:

Information about any health conditions you
have that we need to be aware of

Establish and maintain effective
governance

Meet statutory obligations for
publishing and sharing
Governors’ details

Facilitate safe recruitment, as
part of our safeguarding
obligations towards pupils
Undertake equalities monitoring
Ensure that appropriate access
arrangements can be provided
for volunteers who reqguire them
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Information about disability and access
requirements

Photographs and CCTV images captured in
school

We may also collect, use, store and share
(when appropriate) information about
criminal convictions and offences.

We may also hold data about you that we
have received from other organisations,
including other schools and social services,
and the Disclosure and Barring Service in
respect of criminal offence data.

Applicants

Contact details

Copies of right to work documentation
References

Evidence of qualifications

Employment records, including work history,
job titles, training records and professional
memberships

We may also collect, use, store and share
(when appropriate) information about you
that falls into "special categories” of more
sensitive personal data. This includes, but is
not restricted to:

Information about race, ethnicity, religious
beliefs, sexual orientation and trade union
membership

Information about disability and access
requirements

Photographs and CCTV images captured in
school

We may also collect, use, store and share
(when appropriate) information about
criminal convictions and offences.

We may also hold data about you that we
have received from other organisations,
including other schools and social services,
and the Disciosure and Barring Service in
respect of criminal offence data.

Enable us to establish relevant
experience and qualifications
Facilitate safe recruitment, as
part of our safeguarding
obligations towards pupils
Enable equalities monitoring
Ensure that appropriate access
arrangements can be provided
for candidates that require them

2.1 Use of your personal data for marketing purposes
Whilst your child attends Weald Rise Primary School, we may send you marketing information by
email or text promoting school events, campaigns, charitable causes or services that may be of

interest to you.

You can ‘opt out’ of receiving these emails and/or texts at any time by clicking on the ‘Unsubscribe’
link at the bottom of any such communication, or by contacting us (see ‘Contact us’ below).

3. Our Lawful Basis for Using This Data
The school only processes your data when there is a lawful basis to do so. These include:
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Consent - the individual has given clear consent to process their personal data for a specific
purpose.

Contract - the processing is necessary for the performance of a contract

Legal obligation - the processing is necessary to comply with the law

Vital interests - the processing is necessary to protect someone’s life.

Public Interest - the processing is necessary to perform a task in the public interest or for your
official functions, and the task or function has a clear basis in law.

Legitimate interests - the processing is necessary for our or your legitimate interests

The lawful basis for processing your personal data is documented within our Records of Processing
Activities.

Where you have provided us with consent to use your personal data, you may withdraw this
consent at any time. We will make this clear when requesting your consent, and explain how you
would go about withdrawing consent if you wish to do so. Where we rely on legitimate interest to
store or capture your personal data, you have the right to opt out at any time by contacting us
directly.

3.1 Our lawful basis for using special category data

Forspecial category’ data, we only collect and use it when we have both a lawful basis, as set out

above, and one of the following conditions for processing as set out in UK data protection law:

e We have obtained your explicit consent to use your personal data for a specific purpose

e We need to perform or exercise an obligation orright in relation to employment, social security
or social protection law

e We need to protect an individual’s vital interests (i.e., protect your life or someoneelse’s life), in

situations where you're physically or legally incapable of giving consent

The data concerned has already been made manifestly public by you

We need to process it for the establishment, exercise or defence of legal claims

We need to process it for reasons of substantial public interest as defined in legislation

We need to process it for health or social care purposes, and the processing is done by, or

under the direction of, a health or social work professional or by any other person obliged to

confidentiality under law

e We need to process it for public health reasons, and the processing is done by, or under the
direction of, a health professional or by any other person obliged to confidentiality under law

e We need to process it for archiving purposes, scientific or historical research purposes, or for
statistical purposes, and the processing is in the public interest

e Forcriminal offence data, we will only collect and use it when we have both a lawful basis, as
set outabove, and a condition for processing as set out in UK data protection law. Conditions
include:
We have obtained your consent to use it in a specific way
We need to protect an individual’s vital interests (i.e. protect your life or someone else’s life), in
situations where you're physically or legally incapable of giving consent

e The data concerned has already been made manifestly public by you

¢ We need to process it for, or in connection with, legal proceedings, to obtain legal advice, or for
the establishment, exercise or defence of legal rights

e We need to process it for reasons of substantial public interest as defined in legislation

4. Collecting Personal Data

While the majority of information we collect about you is mandatory, there is some information that
can be provided voluntarily.

Whenever we seek to collect information from you, we make it clear whether you must provide this
information (and if so, what the possible consequences are of not complying), or whether you have
a choice.

Most of the data we hold about you will come from you, but we may also hold data about you from:

Jata Pirivacy Notice Policy W:/Policies/Academic Yr 2023-24 June 2024



Y

Local authorities
Government departments or agencies
Police forces, courts, tribunals

v ¥

5. Retention and Storage of Personal data

All personal data is retained in line with our retention policy. We will dispose of your personal data
securely when it is no longer required for the purpose in which it was obtained.

We have data protection policies and procedures in place, including strong organisational, technical
and security measures, which are regularly reviewed.

We have put in place appropriate security measures to prevent your personal information from
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed.

6. Who We Share Personal Data With

We routinely share pupil information with appropriate third parties, including:
» Our local authority — to meet our legal obligations to share certain information with it, such as
safeguarding concerns and exclusions

The Department for Education

The pupil’s family and representatives

Educators and examining bodies

Ofsted

Suppliers and service providers — to enable them to provide the service required
« Financial organisations

» Central and local government

e QOur auditors

= Survey and research organisations

» Health authorities

e Security organisations

Health and social welfare organisations

Professional advisers and consultants

Charities and voluntary organisations

Police forces, courts, tribunals

Professional bodies

Schools that the pupil’s attend after leaving us

(] L] & o L]

6.1 Why we share your personal information

We do not share personal information without consent unless the law and our policies allow us to
do so. We share pupils’ data with the Department for Education (DfE) on a statutory basis. This
data sharing underpins school funding and educational attainment policy and monitoring. We are
required to share information with our local authority (LA) and the Department for Education (DfE)
under section 3 of The Education (Information About Individual Pupils) (England) Regulations 2013.
6.2 Data collection requirements:

To find out more about the data collection requirements placed on us by the Department for
Education (forexample; via the school census) go to https://www.gov.uk/education/data -collection-
and-censuses-for-schools.

6.3 The National Pupil Database (NPD)

The NPD is owned and managed by the Department for Education and contains information about
pupils in schools in England. It provides invaluable evidence on educational performance to inform
independent research, as well as studies commissioned by the Department. It is held in electronic
format for statistical purposes. This information is securely collected from a range of sources
including schools, local authorities and awarding bodies. We are required by law, to provide
information about our pupils to the DfE as part of statutory data collections such as the school
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census and early years’ census. Some of this information is then stored in the NPD. The law that
allows this is the Education (Information About Individual Pupils) (England) Regulations 2013.

To find out more about the NPD, go to https://www.gov.uk/government/publications/national-pupil-
database-user-guide-and-supporting-information.

The department may share information about our pupils from the NPD with third parties who
promote the education or well-being of children in England by:

e conducting research or analysis

» producing statistics

» providing information, advice or guidance

The Department has robust processes in place to ensure the confidentiality of our data is
maintained and there are stringent controls in place regarding access and use of the data. Decisions
on whether DfE releases data to third parties are subject to a strict approval process and based on
a detailed assessment of:

» who is requesting the data

the purpose for which it is required

the level and sensitivity of data requested: and

the arrangements in place to store and handle the data

To be granted access to pupil information, organisations must comply with strict terms and
conditions covering the confidentiality and handling of the data, security arrangements and
retention and use of the data. For more information about the department’s data sharing process,
please visit: https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

For information about which organisations the department has provided pupil information, (and for
which project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe

7. Individual Rights

7.1 Your Rights
Under the UK GDPR, individuals have a number of rights in relation to their personal data. These
include:
Right to be informed — how your personal data is processed
Right of access — access to your personal data that we store or process
Right to rectification — to amend or correct your personal data
Right to erasure — to delete your personal data
Right to restrict processing — to limited to processing of your personal data
Right to data portability — to transfer your personal your personal data to another
provider
Right to object — to cease processing of your personal data

Individuals have a right to make a ‘Data subject access request’ to gain access to personal
information that the school holds about them. These rights include:

Confirmation what personal data is being processed

Access to a copy of their personal data

The purposes of the personal data processing

The categories of personal data concerned

Who personal data is shared with

How long the data will be stored for, or if this isn't possible, the criteria used to determine
this period
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e Where relevant, the existence of the right to request rectification, erasure or restriction, or
to oblect to such processing

» The right to lodge a complaint with the ICO or another supervisory authority
& i'he source of the data, if not the individual
® The security measures in place to protect personal data

Data Subiject access requests can be submitted in any form, but we may be able to respond to
requests more quickly if they are made in writing and include:

° Name of individual

Correspondence address

Contact number and email address

Details of the information requested

If staff receive a data subject access request in any form they must immediately forward it to the
DPO.

7.2 Children and Data Subject Access Reguests

Personal data about a child belongs to that child, and not the child's parents or carers. Fora parent
or carer to make a subject access request with respect to their child, the child must either be
unable to understand their rights and the implications of a data subject access request or have
given their consent.

Children below the age of 13 are generally not regarded to be mature enough to understand their
rights and the implications of a data subject access request. Therefore, most data subject access
requests from parents or carers of pupils at our school may be granted without the express
permission of the pupil. This is not a rule and a pupil’s ability to understand their rights will always
be judged on a case-by-case basis.

7.3 Responding to Data Subject Access Requests
When responding to requests, we:

e May ask the individual to provide 2 forms of identification

¢ May contact the individual via phone to confirm the request was made

e Wili respond without delay and within 1 month of receipt of the request (or receipt of the
additional information needed to confirm identity, where relevant)
Will provide the information free of charge
May tell the individual we will comply within 3 months of receipt of the request, where a
request is complex or numerous. We will inform the individual of this within 1 month, and
explain why the extension is necessary
We may not disclose information for a variety of reasons, such as if it:
Might cause serious harm to the physicai or mentai heaith of the pupii or another individuai

\I\Inulrl rg\lgal Hhat tho ~hild knu—\n nr hac hoon ahiiend Ar ic afF ricle Af ahiicn whao the
UG 'Cveas thatl the CnnG 1S oCi iy Ui nas oCeN aousth, Or iS5 at NSK OF aoust, W here the

disclosure of that information would not be in the child’s best interests
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don't have the other person’s consent and it would be unreasonable to proceed without it
» Is part of certain sensitive documents, such as those related to crime, immigration, legal
proceedings or legal professional privilege, management forecasts, negotiations, confidential
references, or exam scripts

¢ 9 @

@

Where necessary, for confidentiality reasons, information provided may be partially redacted.
If the request is unfounded or excessive, we may refuse to act on it, or charge a reasonable fee to

cover administrative costs. We will take into account whether the request is repetitive in nature
when making this decision.
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When we refuse a request, we will tell the individual why, and tell them they have the right to
complain to the ICO or they can seek to enforce their subject access right through the courts.

7.4 Other Data Protection Rights of the Individual
In addition to the right to make a subject access request (see above), and to receive information
when we are collecting their data about how we use and process it (see section 7), individuals also
have the right to:

e Withdraw their consent to processing at any time

e Ask us to rectify, erase or restrict processing of their personal data (in certain circumstances)

e Prevent use of their personal data for direct marketing

» Object to processing which has been justified on the basis of public interest, official authority or
legitimate interests

e Be notified of a data breach (in certain circumstances)

e Make a complaint to the ICO

o Ask for their personal data to be transferred to a third party in a structured, commonly used and
machine-readable format (in certain circumstances)
Individuals should submit any request to exercise these rights to the DPO. If staff receive such a
request, they must immediately forward it to the DPO.

8. Complaints
We take any complaints about our collection and use of personal information very seriously.
If you think that our collection or use of personalinformation s unfair, misleading or inappropriate,
or have any other concemn about our data processing, please raise this with us in the first instance.
Alternatively, you can make a complaint to the Information Commissioner’s Office:

« Report a concern online at https://ico.org.uk/make-a-complaint/

e Call 0303 123 1113

» Or write to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire,

SK9 5AF

9. Contact us
If you have any questions, concerns or would like more information about anything mentioned in
this privacy notice, please contact our Data Protection Officer: The Headteacne

(head@wealdrise.harrow.sch.uk:

However, our Data Protection Lead has day-to-day responsibility for data protection issues in ot~
school. If you have any questions, concerns or would like more information about anything
mentioned in this privacy notice, please contact them: School Business Manager
(finance@wealdrise.harrow.sch. uk
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